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1 Introduction

This document provides detailed guidance on how to configure and operate Viz Now as an
Organization Administrator. As an Organization Administrator, you have access to advanced
features and controls that allow you to manage and customize Viz Now to suit the specific needs
of your organization. By following the instructions in this guide, you can optimize your use of Viz
Now and ensure that your cloud production workflows are deployed and configured efficiently and
effectively.

1.1 Related Documents

Visit the Vizrt Documentation Center for documentation for related products, including:

- Viz Vectar Plus
Media Service
Graphic Hub

- Viz Trio
Media Sequencer

- Viz Engine
Pilot Data Server*

- Viz Libero*

- Viz Arena*

A Note: Documentation marked * is available to customers with a valid Support
Agreement, from Vizrt Support. Please contact your Account Manager.

1.2 Onboarding

1.2.1 Guide to Onboarding

This section provides an overview to the onboarding process and clarifies the terms used.

Region and Provider
Deploy Role and Manage Role
Licensing

Once your new organization (linked with your AWS account) is set up and you as an admin
assigned, you have to go through the onboarding process to set up the Viz Now account.

- Vizrt Support will not have login access to the target AWS account, the user needs to
perform this action.
During onboarding, Viz Now is granted access to your AWS account using IAM roles that it is
allowed to assume.
This enables Viz Now to deploy infrastructure on the AWS account.

Copyright © 2023 Vizrt Page 5
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The steps are described in detail in the Ul and it should be possible for an Admin user with
some basic knowledge about AWS policies to complete this.
If issues or problems occur during onboarding, please contact Vizrt Support.

Region and Provider

1. The first step of the onboarding process is setting the domain name and CIDR range.

®

1

Region and Provider

Only AWS cloud provider is available at this moment, more options are coming later

EU

EU (irelanc

Use only lowercase letters a-z and avoid using any special characters.
2. The domain name will be used to automatically issue domain certificates for apps within

your organization.
3. The CIDR range should be specified using CIDR block notation. Viz Now will select unique IP

addresses within this range when deploying.

@® Info: What is CIDR? - CIDR Blocks and Notation Explained - AWS (amazon.com)

& Note: It is important that the account should not have any existing VPC peering with
any other networks or be linked to on-premises networks before starting the
onboarding process.

The Viz Now spaces must exist as separate entities and use tools such as NDI Bridge
to bring video streams in and out.

4. Select the regions where Viz Now should deploy its content.
a. Viz Now will deploy spaces on your AWS account to any of the selected regions,
depending on the availability of the necessary instance types.
b. You can order the regions by preference, with the topmost region being the first
choice.
¢. With the Refresh button, you can automatically select the three closest regions.

Deploy Role and Manage Role

The AWS integration for Viz Now allows it to assume an IAM role in your AWS account and generate
temporary credentials to perform tasks such as installing and configuring a new space.

The Deployment agent is used by a 3rd party tool and you should not need to refer to its
documentation, as everything is handled by Viz Now. It performs tasks like:

Copyright © 2023 Vizrt Page 6
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- Creating infrastructure using VPC and EC2.

- Configuring domain routes using Route53.

- Creating S3 buckets with associated IAM users.
- Creating NACLs and Security Groups.

- Creating Cloudwatch log groups used by VPCs

The Manage role is used by Viz Now to simplify deployments on your behalf. The AWS integration
for Viz Now allows it to perform tasks like:

Increasing the quota.
Reserving EC2 instance types.
Managing S3 buckets and security groups.

- Creating and accepting VPC peerings.
- Starting and stopping EC2 instances, and destroying EC2 instances.

To set up the integration

The deployment Agent needs to assume an IAM role in your organization's AWS account.

1.

2.

Make sure you have an AWS account set up and are logged in as a user with the neccessary

AWS rights.
You will need to create this role in the AWS Console and provide Viz Now with the necessary

information.
The roles need privileges to manage iam, s3, kms, route53, sts, ec2, tag, and logs. The
policy needed can be found as part of the guide on the site.

& Note: If this role requirement conflicts with your company policy, contact Vizrt
Support for advice on how to proceed with more granular AWS policies.

Follow the steps in the Viz Now onboarding Ul and click the link to create a new IAM roles in

your AWS account.
Once the roles are created, copy the ARN code and paste it into the Viz Now form to enable

Viz Now to deploy instances in your environment.

Licensing

The final step of the onboarding process involves deploying a License server. Once this is
successful, your Viz Now account is ready for use.

1.3 Getting Started

1.3.1 Quick Start

- Starting a Session

Home Screen

Copyright © 2023 Vizrt Page 7
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Starting a Session

You need access to an authenticator app like MS Authenticator or Google Authenticator on your
phone.

To obtain an authenticator app

For Android: https://play.google.com/store/apps/details?
id=com.azure.authenticator&hl=en_US&gl=US
For iOS: https://apps.apple.com/us/app/microsoft-authenticator/id983156458

To start a session
Viz Now runs in a standard web browser.

1. Type the Viz Now address https://now.vizrt.com/
A log in menu appears.
2. Log in with your credentials.

Welcome

Log in to Viz Now.

‘ Email address

‘ Password

Forgot password?
Continue

3. Sign in with the Authenticator app and provide the OTP (One Time Password).

Verify Your Identity

Check your preferred one-time password
application for a code.

Enter your one-time code

[ ] Remember this device for 30 days

Continue

Copyright © 2023 Vizrt Page 8
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& Note: For security reasons, your session times out and automatically closes when inactive
for a prolonged period, after which you need to log in again.

Home Screen

Your first view of Viz Now is the Spaces tab, displaying recently used Spaces.

{7y VizNow R&D Dev. v 2 Spaces [ License ers L Organization @ Admin  English

Dev

R&D
Spaces (e} Y Filter by status D HH + New Space

Title Owner Last Edit Status &

a Libero Live dfr libero Daniel Frey September 30 DEPLOYED  OFFLINE
Libero Live test license libero Daniel Frey September 28 DEPLOYED  OFFLINE
Live Production < August 25 DEPLOYED  OFFLINE
Pietro's Space pribeiro August 17 DEPLOYED ~ OFFLINE
Live Production i August 17 DEPLOYED  OFFLINE

VizU 1.13 July 12 DEPLOYED  OFFLINE

Feedback @

Live Production Extra DEPLOYED  OFFLINE

Select the required workflow.

To Access your Apps

To log into your deployed apps in a workflow, first install the remote desktop client, NICE
DCV client.
NICE DCV | Download (nice-dcv.com).

For further details see section Remote Access to Deployed Viz Now Apps.
See Also

Organizations
Templates
Users
Licenses
Spaces

Copyright © 2023 Vizrt Page 9
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2 Organization

2.1 Organizations Explained

During the onboarding process, your organization is set up to allow Viz Now to access your cloud
vendor.

Each organization has its own administrator user which can create more users and assign
different privileges.

For each Cloud Account, a separate organization is required.

Each customer organization receives a unique organization from Vizrt.

& Note: Your admin user is provided by the Vizrt administrator via email.

2.1.1 The Organization Page

As an Admin, you reach the Organization page by clicking the Organization tab on the top
menu bar.

Organization

Here you can edit name, company logo and cloud provider settings for your Organization.

tio

PIR Test

4 Drag or Click to Upload

EU (Ireland) 24ms

EU (Frankfurt) zoms

5 rtifica
15 Mar 2023

Copyright © 2023 Vizrt Page 10
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- You can edit and update the following settings in your organization:

If for some reason you need to update the ARN's linked to your organization, you can
add both of them bellow.

Deploy Agent ARN Viz Now ARN @)

1071000 716

Organization name: The initial organization name is provided during the onboarding
process and can be updated only by the organization admin.
Company logo: The company logo can be updated by clicking on Drag or Click to Upload,
selecting a logo and clicking OK, then Save.
Cloud Provider: Viz Now requires access to your cloud providers, which you can alternate
between.
Currently only the AWS (Amazon Web Services) cloud provider is available.
Preferred Cloud Provider Regions:
- The first region in the list is the Cloud Provider region where the spaces are deployed.
If only one region is acceptable, the others should be removed by clicking the Trash
can icon.
SSL certificate expiration date: SSL certificates are used to secure Viz Now-deployed apps
and protect user data, verify ownership of the app, prevent attackers from creating fake
versions, and establish trust with users.
If expiration date is near the user can renew the certificate from here.
Update you IAM's: If you need to update the ARN linked to your organization, that can be
done here.
CIDR block range used in AWS: If you need to add additional CIDR blocks, this can be done
here.

Copyright © 2023 Vizrt Page 11
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3 Users

3.1 Working With Users

Only admins can create, delete, and assign privileges to users. This page describes:

Creating a New User
Managing Users
User Privileges

3.1.1 Creating a New User

To create new users in your organization

1. Navigate to the Users tab in the top menu.
2. Click Create User.

%% Spaces D License % Users ﬁ Organization ﬂ Admin English

Create User ‘

3. Fill out the form with the new user's email, first and last name, and assign their privileges
(see User Privileges below).

& Note: Up to ten users can be added at a time.
Create Users

Users being created at once: 0/10

Operator 4+ Add User

Administrator

System Administrator

4. Click Confirm to finish creating the new user(s).

3.1.2 Managing Users

All users in the organization are displayed in the Users tab.

Copyright © 2023 Vizrt Page 12
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To manage an single user

1. Click on the three dots to the right of their name to see a list of options.

Q Create User
Name Email Role

@ tbo System Administrator ‘ [ Edit

@ joakim System Administrator ‘ ® Disable User
@ nico lliff System Administrator ‘ ¥ Remove
@ robert Operator

@ uii Admin

a. Edit: Use this to update the user's email, first/last name, and role in the organization.

Editing user

Email*

tbo@vizrt.com @  Disable user

First name* Last name Role*

Cancel Confirm

You can also disable the user by turning on the Disable User toggle.

b. Disable User: Use this to prevent the user from accessing the organization, whilst
retaining their details.

¢. Remove: Use this to remove the user from the organization and delete their
information.

3.1.3 User Privileges
There are three different user roles within an Organization:

Admin: Full edit and access privileges for all spaces, and can configure the organization,
manage users, change credentials, and assign roles.

Editor: Create, deploy, and destroy spaces, and can only view spaces that they have created
themselves or been assigned to. Ability to start and stop spaces, add themselves to the
whitelist, and access apps.

Operator: Access spaces that have been assigned to them and retrieve login information for
apps within those spaces.

Summary of User Privileges

Privilege Admin Editor Operator
Access a deployed space that they are assigned to (v] (v] (v]
Start and stop a space they own or are assigned to (v) (v) (v)

Copyright © 2023 Vizrt Page 13



Privilege

Start any space within their organization
Access any space not within their organization
Create a new space

Deploy a space they own or are assigned to
Deploy any space within their organization
Deploy any space

Destroy a space they own or are assigned to
Destroy any space within their organization
Destroy any space not within their organization
Delete a space they are assigned to

Delete any space not within their organization
Assign users to a space they own

Assign users to any space within the organization

Assign users to any space not within their
organization

Whitelist themselves to any space they have access to
Edit the whitelist on any space they have access to
Add new users to the organization and assign roles
Create new organizations

Invite other users to a space

O 0 0 O 00606006060606§

Copyright © 2023 Vizrt

Viz Now Administrator Guide - 1.1

Editor

Q 0 0 OO 0 000 0 0 0 090 0 °5 00O

Operator

O 0 0 0O 0 0 0 0 0 0 0 0 0 0 0 0 000
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4 Licenses

4.1 Working With Licenses

4.1.1 The Core Page

The License App is located on the Core page.

From here you can manage all Vizrt product licenses.

@ Tip: Refer to the Vizrt Licensing Administrator Guide for further details.

To access the License App

Ensure that the License App is turned on and simply access it like any other App.

& Note: Only the Organization Administrator has the privilege to access licenses.

Licenses are required for all Vizrt products, however, for third-party products, different license
systems may be utilized.
Please refer to the documentation for those specific products for more detailed information.

To access licenses within any other Space

- The License App must be running.
It serves as the central hub for managing all Vizrt product licenses and needs to be
accessible to other spaces in order for them to access the licenses

© DEPLOYED
& Core .

Here you can manage your Vizrt licenses

OFFLINE

()
[- License
License

Copyright © 2023 Vizrt Page 15
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To view available licenses

- Click on the Licenses button on the Core Space menu.
The right side list shows available licenses (if any) with its Container ID

4.1.2 SSL Certificate Validation

If the certificate has expired, a warning message will be displayed.

- Click the button to renew it.
This process will take a few minutes.

4.1.3 Accessing the License Server

To access the License server

1. Download the DCV link.
If your IP address is not on the list of allowed IPs, it will be added to the list when you click
the Download or Open button.

2. Only users with IP addresses on the allowed list will be able to access the license virtual
machine.

4.1.4 Destroying the License Server

© Warning: You should avoid destroying the License server unless instructed to do so by
Vizrt Support.

If you destroy the License server:

- All licenses will be lost and you will need to go through the onboarding process for your
organization again and deploy a new License server.

- All existing spaces will lose their connection to the License server and will need to be
removed.

4.1.5 Redeploying the License Server

In rare cases, you may be asked to redeploy the License server to update critical changes.

Copyright © 2023 Vizrt Page 16
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5 Spaces

Space Status

Managing a New Space
Deploying a Space

Deleting Apps and Resources

5.1 Spaces

All spaces created in the organization are listed under the Spaces tab. Each space has details such
as the title, list of available apps, owner, last edit and status.

Spaces (o} Y Filter by status + New Space

Title Last Edit Status

a Libero Live Frankfurt 8x|arge libero ! 1 hour ago DEPLOYED 4/4 ONLINE

Libero Live dfr 23 hours ago DEPLOYED  OFFLINE

r

Live Production Vectar 23 hours ago DEPLOYED OFFLINE

3play libero i 23 hours ago DEPLOYED  OFFLINE

To find a space, use the search box on the left by typing the name of the space title or its
owner.
Use the Filter menu to filter the search results by status.

Owner: All users

Last edit within: All Time

Select all

Reset Filter

Copyright © 2023 Vizrt Page 17
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5.1.1 Space Status

The space status is displayed together with an icon.

Status

a
o
=]

a Y Deployed Online Space.

4/4 ONLINE

el Deployed Offline Space.

OFFLINE

G DEPLOYING Validating (Space is deploying).

Validating

SRS  Validating failed or Deployment failed.

A draft space.

5.1.2 Managing a New Space

Only Users with the editor and/or admin roles (assigned by the admin) are allowed to create and
deploy new space templates.

To create a new space template
1. On the Space tab, click on the + New Space button to the right.

+ New Space

A list of all available Templates is displayed. Each template belongs to a different package
(Essential or Premium) and has a set of Vizrt products.

A Note: The list of templates may vary between Organizations. Some templates will
only available for certain organizations.

2. Click on the template you want to deploy or search for it by typing the template name in the
Search box on the right.

Copyright © 2023 Vizrt Page 18
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Vizu ar

‘a VizUT DRAFT

Owner: Waad Waad Template: VizU 1

@ Public Space - H Add Apps B Instructions Allowed IP's & Allowed Users Deploy

03 Oct 2022

% Viz Engine Vi... ‘> Viz Trio VizU

Viz Engine VizU Viz Trio VizU

Viz Engine is one of today’s most powerful Viz Engine is one of today’s most powerful
me graphics rendering engines. Open real-time graphics rendering engines. Open
wal Exte ual

a. Space visibility: You can make the space template public (visible to all in the
organization) by turning on the Public Space toggle under the template's name
(Default off - only visible to assigned users and admin).

b. Add Apps: You can add more apps to the predefined apps in the template by either
clicking the + sign on the apps list or by clicking the + Add apps button.

DRAFT

03 Oct 2022 Owner: Waad Waad Template: VizU 1

@ Public Space H ‘ Add Apps B Instructions Allowed IP's & Allowed Users Deploy

=% Viz Engine Vi... & Viz Trio VizU

Viz Engine VizU A VizTrio VizU

Viz Engine is one of today's most powerful Viz Engine is one of today's most powerful
real-time graphics rendering engines. Open real-time graphics rendering engines. Open

External Manual External Manual

This opens a window to choose the App to be added. You can use the Search box to

Copyright © 2023 Vizrt Page 19
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Q

Vision Mixing 1 Vision Mixing

»> Viz Engine
v 0/1

Graphics 1

Graphics

Cancel

¢. Instructions: Edit instructions for the space users to see.

Instructions

Instructions for this space...

[ Editinstruction

d. Allowed IP's: You can a list of allowed IPs to access this space.
You can remove an IP from the list by clicking the Trash can icon.

Allowed IP's

(Your IP)

- test1 (YourlIP)

& Note: Your IP will be automatically added when you click the Download or
Open button (to access any App within the Space).

e. Allowed Users: Add users from the organization to access and use the space. Click on
the dropdown list of users to add a new user

Copyright © 2023 Vizrt Page 20
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Allowed Users

NO USERS ADDED YET.

4+ Add User

To remove a user click the Trash can icon.
f. Public Space: Click the switch to toggle between sharing the Space with anyone within
the organization, or restricting access to only Admin, Owner and assigned Users.

«

Vectar Trio Mosart =+

a BBall 500

18 Apr 2023

5.1.3 Deploying a Space

To deploy a space

- To start deploying the Space to your AWS Account, click Deploy.

& Note: This action cannot be canceled and takes approximately 10 minutes.

5.1.4 Deleting Apps and Resources

To delete apps and resources

- To delete all the Apps and deployed resources, select Delete All from the menu.

& Note: This action is irreversible and will permanently remove all resources associated
with the Apps.

: ER Add Apps B Instructions Cg Allowed IP's & Allowed Users
(' Refresh

% Redeplay

) Delet=al

B Fie transfer

- Click Refresh to ensure the Space is in sync with the current status
- To ensure that all changes have been correctly applied, click Redeploy.
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& Note: This action cannot be canceled and takes approximately 10 minutes.

See Also

Users
Templates

5.2 Templates

5.2.1 Space Templates

A space template is a set of Vizrt products that have been configured and prepared by Vizrt for
deployment in the cloud. It can be used in your Viz Now organization to address a particular
workflow, and may offer some customization options for the user.

Template Types
It's possible that your organization won't have access to certain template types.

Specific apps such as Viz Vectar Plus, Viz Trio and Viz Mosart are pre-tagged by default with some
templates.

Additionally, some templates may indicate a suite (Essential, Premium, Ultimate) type that
corresponds to the associated Flexible Access license.

Live Production
o description

No Vectar, Trio, Mosart

Vectar, Trio

Live Production Essentia
iption Vectar

Sport Live Virtual Graphics
No iption

Arena

5.3 Deployment Stages (AWS)

The deployment workflow starts when the user clicks the Deploy button.
Stage 1 - Initialize
Stage 2 - Pre-deploy
Stage 3 - Deploy
Stage 4 - Post Deploy
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5.3.1 Stage 1 - Initialize

First, Viz Now checks that the selected apps are available and that no resources are missing.

5.3.2 Stage 2 - Pre-deploy
Viz Now adopts a role in the target AWS account and performs the following actions:

1. Check and increase quota if needed. Quota is used by AWS to assess how many resources
are needed (Read more here - AWS service quotas - AWS General Reference).

2. Reserve the instances that will be deployed in the target region. Viz Now checks if the
instance types configured are available. If not, it attempts other instance options if any
alternatives are listed in the app and other regions if more are listed.

& Note: Capacity reservations are handled by Viz Now and should not be interfered
with during deploy (Read more here - On-Demand Capacity Reservations - Amazon
Elastic Compute Cloud).

Once Viz Now successfully reserves the instances required for the deployment, it continues.
3. Share the AMIs that are needed for the deploy with the target AWS account (Read more here -
Share an AMI with specific AWS accounts - Amazon Elastic Compute Cloud).

5.3.3 Stage 3 - Deploy

Viz Now depends on third parties to handle the deploy process. This requires the longest wait
time, but should be done within 15 minutes. This party also assumes a role in the target account
and runs the deployment scripts. Technologies used for the deploy are:

- Spacelift: Spacelift Documentation
Docker: Docker Documentation | Docker Documentation
- Terraform: Terraform by HashiCorp
Powershell: PowerShell Documentation - PowerShell | Microsoft Learn
- Windows RM: Windows Remote Management - Win32 apps | Microsoft Learn

5.3.4 Stage 4 - Post Deploy

Viz Now gathers data from the deploy process and stores it in its database.

5.4 Remote Access To Deployed Viz Now Apps

From Viz Now, you can remote in to one of the deployed apps. This is done on the Space page.
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5.4.1 Remote Connection to Apps

Prerequisites
Remote Desktop Client
- The QUIC Protocol

Prerequisites

- You need the NICE DCV client and to add your IP to Viz Now's allowed list.
Follow the one-time configuration procedure below.

Remote Desktop Client

To download and enable the NICE DCV client

This is a one-time, initial configuration.
1. The latest NICE DCV client is here: NICE DCV | Download (nice-dcv.com).

@ Tip: Use the shortcut link on the Download button.

2. Your IP needs to be added to the Allowed IP list, before attempting to access any of the apps
within a space.
On first run, this can either be done by
a. Clicking Download or Open

or
b. Edit the Allowed IP's list. Add the IP in the field with a description then click Add IP.

Allowed IP's (3)

129.174.115.161 - home office

More information on using the NICE DCV client App is provided here, Using NICE DCV.

To access a Viz Now app with the NICE DCV client

You can access any of your deployed apps remotely.

1. Ensure you have performed the one-off configuration described in To download and enable
the NICE DCV client above.
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A .dcv file is saved to your browser's Downloads folder.

3. Automatically launch Nice DCV by opening the downloaded .dcv file.

Downloads

@ d3f65914-8029-4af1-adef-c701d7c5%2b.dov

To access a Viz Now app from your web browser

You can also open the App access utility, NICE DCV, from within your browser.

& Note: Be aware that this alternative method will not have the best quality and lowest
possible latency. You are recommended to use the NICE DCV client.

f—

. Click the Open button.

2. If a system enable copying pop-up appears, click affirmative to allow pasting to the
clipboard.

The Viz Now app password is copied to your windows clipboard.

3. In the Enter your credentials menu, right-click in the Password field and select Paste.

v

Enter your credentials

Administrator

Suggest strong password

Show all saved passwords

The QUIC Protocol

The QUIC Protocol uses UDP traffic, which can potentially improve performance and reduce
latency.

Copyright © 2023 Vizrt

1

Page 25

.



Viz Now Administrator Guide - 1.1

In order to use it, traffic will need to be allowed through the default port (8443). This is
discussed in the documentation for NICE DCV:
Enabling the QUIC UDP transport protocol - NICE DCV (amazon.com)
- Changing the NICE DCV Server TCP/UDP ports and listen address - NICE DCV
(amazon.com)

5.5 Apps

An App is a deployed application and is part of a Space. In Viz Now, the App box provides
information and tools for accessing the app.

- Accessing App Details
- Configuring App Deployment Settings
- Offline or Online

5.5.1 Working with Apps

Accessing App Details
This is usually done with the NICE DCV client or with a web URL.

NRAFT
This app needs attention before you deploy

':I‘+' AVectar Plus
Vectar Plus

r Plus

sen live production has

Configuring App Deployment Settings

For some Apps it is possible to do some configuration options before deploying the product.
For some Apps there are settings that only can be set before the first deploy. These are
indicated with a warning symbol and tooltip.
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To configure App deployment characteristics

Click the App

A detailed view of the App is presented, where you can optionally perform further
customization before deployment.
Review the app details before the deployment

Vectar Plus

Vectar Plus

A\ Settings Pre Deploy Instance Type

& Set the volume size for the root volume in GiB

100 GB Adn.2xlarge
gddn.dxlarge

& Set the volume size for the second volume in GiB

300 GB 1500 GB

& Set the volume size for the third volume in GiB

50 GB

© Cancel W Delete M save

To configure first-time only App deployment characteristics

Selections in the panel with Settings Pre Deploy can only be set when the app is deployed for the
first time. If you need to later change these setting, you must:

Manually back up all your changes.
Remove the App and redeploy it.

Re-add the App, configure and save your pre-deployment settings.
Deploy the App.
Restore your backup manually, if needed.

v WN —
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Offline or Online

Each App can be turned on or off by toggling its switch.

@ OFFLINE

NDI NDI Discovery

NDI Discovery

- Switching on starts the virtual machine that the app is running on.
If the cloud provider does not have the resources available an error message will be shown.

& Note: The cost of the instance will be greatly reduced while offline but it will have a
cost as long as it is not removed and the space is redeployed.
Viz Now does not currently provide any indications of the cost of the Space or
individual Apps.

5.6 File Transfer

With Viz Now, you can monitor and transfer files remotely.

Nice DCV File Transfer
- Viz Now File Transfer Agent

5.6.1 Working with File Transfers

Nice DCV File Transfer

For uploading single files during a session, the Nice DCV client is a good option.
See more info at Transferring files - NICE DCV (amazon.com).

Viz Now File Transfer Agent

The Viz Now File Transfer Agent enables monitoring of your on-prem machine folders and
uploading anything that is copied into the folder to one of your Viz Now Apps in the cloud.

Similarly, you can transfer folder content from a cloud app to a local folder.
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Supported Apps

- Viz Vectar Plus
- Viz Vectar Plus Live Production

A Note: If you are missing support for an App, please contact Viz Now support.

To configure the Viz Now File Transfer Agent

The File Transfer tool should already be running on any deployed instance that has the ability to
use this tool.

1. The on-prem client tool can be downloaded by selecting it from the menu in the Space.

E3 Add Apps =

() Refresh

{7 Redeploy

) Delete all

B File transfer

2. In the popup, paste the file path to
a. Where you want to place the file you want to Upload and
b. Where the files that get downloaded should go.
The tool generates the configuration for the tool. Sub-folders for each supported App
are generated when the tool is running.

File Transfer Setup

1. Select the folders for uploading and downloading the files

+

ad folder will be

2. Download the File Transfer

3. Click Download File Transfer to download the exe and the generated config and place them
both in any folder.
4. Start the exe.

To Upload a file

- With the exe is running you upload files by copying the files you want to copy to the cloud to
the folder you specified.
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& Note: The files will be deleted after they have been uploaded. However, they will
become available on the cloud app.

To Download a file
Different apps are configured differently on which folder is used to transfer files back to on-prem.

In general files will have a folder that the source files can be copied into and then these files
will be automatically downloaded to the folder configured on the client app.
- The file is then deleted from the source folder on the cloud.

5.7 VPC Peering

5.7.1 Working with VPC Peering

Viz Now allows you to connect different spaces or VPCs using the VPC peering service in AWS.

& Note: Peering can only be set up by the Organization Admin user.

- Space Peering
- Space Peering

Space Peering

Configuration

When connecting to custom VPCs, essential additional configuration is required for the peering to
work.

- Accepting the peering request.
- Setting up the route table on the custom VPC to route traffic to the Viz Now VPC.

© Warning: If the two spaces are in different regions, AWS transfer costs will be added to
your AWS bill.

Space Peering

You must have the necessary access rights to both spaces. In addition, you must have Viz Now
Editor or Admin privileges.

To peer with another space

1. Navigate to one of the Spaces.
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2. Click the dotted button.

(& Refresh
E:E Redeploy
a Delete all

[ Fie transfer

B, PeerwithVPC °

3. Select Peer with VPC.
4. A pop-up appears.
Select Peer with another space.
5. Select the Space you want to peer with from the list.
6. Click Start peering.

A Note: If the Space you want to connect to is not in the list, most likely you lack access
rights or the space is unsuitable for peering.

To peer with another account or custom VPC

© Warning: If you wish to establish peering with custom Virtual Private Clouds (VPCs), ensure
that the target VPC falls within the 10.0.0.0/8 range. Alternatively, you can consider using
the 172.16.0.0/12 range, although this holds a lower priority.

Disclaimer

The route table of the peered VPC must be configured to point to the Viz Now VPC. Viz Now will
automatically manage the route table of the Viz Now Space.

To approve this type of VPC Peering, access to the owner account must be approved by a user with
the required privileges.

1. Select Peer with a custom AWS VPC.
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2. Fill in the required fields.

Peer with VPC

VPC Peering in AWS allows two virtual private clouds to communicate with each
other as if they were on the same network

If you wish to establish peering with custom Virtual Private Clouds (VPCs), ensure that the target VPC falls within the
10.0.0.0/8 range. Alternatively, you can consider using the 172.16.0.0/12 range, although this holds a lower priority.

3. Once the peering is complete, you should see the peering status below the title of the Space.
You can now connect all apps in either space to each other.
This is done by configuring each App by remoting in and configuring the individual
application.

Copyright © 2023 Vizrt Page 32



Viz Now Administrator Guide - 1.1

6 Best Practices - How To Configure Your AWS
Accounts For Viz Now

6.1 Introduction

This is a guide to creating a specific AWS account tailored for Viz Now. By creating a dedicated
AWS account, users can benefit from enhanced security and isolation.

Introduction
Main benefits of a Dedicated AWS Account
- AWS Account Considerations
On-Demand Capacity Reservations
Main benefits of On-Demand Capacity Reservations
- AWS Account Considerations
- AWS Service Quotas
- Top Service Quotas related with Viz Now
Examples of Quota Service numbers
- Service Quota by Template
Increasing Service Quotas
Conclusion

6.1.1 Main benefits of a Dedicated AWS Account

- Security Isolation: By creating a dedicated AWS account, users can isolate resources and
services, ensuring that potential security breaches or vulnerabilities in one environment do
not affect the other.

- Cost Management: A dedicated AWS account allows for better cost tracking and
management. Users can easily monitor and control costs associated with the Viz Now
deployment without interference from other services.

- Customization: A dedicated AWS account allows users to customize settings, policies, and
permissions specifically for the Viz Now deployment. This provides greater flexibility in
managing and optimizing the application's performance and security.

6.1.2 AWS Account Considerations

On the other hand, there are several AWS account requirements essential for Viz Now to achieve
seamless deployment:

- On-demand Capacity reservations: Viz Now requires that the IAM entities used for Viz Now
do not have limitations on their permissions to create on-demand Capacity reservations.
This is necessary to ensure that the capacity required for a Space is available and that the
Space created by Viz Now can be fully deployed in a single request.

Reference: On-Demand Capacity Reservations - Amazon Elastic Compute Cloud
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Service Quota limits: These limits are described and defined by AWS, and in the case of Viz
Now, must ensure that there are some minimum safe limits to guarantee that the deploys
are carried out correctly.

Reference: What is Service Quotas? - Service Quotas (amazon.com)

6.2 On-Demand Capacity Reservations

On-Demand Capacity Reservations enable you to reserve compute capacity for your Amazon EC2
instances in a specific Availability Zone for any duration. Capacity Reservations mitigate against
the risk of being unable to get On-Demand capacity in case there are capacity constraints. If you
have strict capacity requirements, and are running business-critical workloads that require a
certain level of long or short-term capacity assurance, we recommend that you create a Capacity
Reservation to ensure that you always have access to Amazon EC2 capacity when you need it, for
as long as you need it.

This ensures that the required resources are always available when needed, providing predictable
performance and the ability to launch instances immediately.

6.2.1 Main benefits of On-Demand Capacity Reservations

Guaranteed Capacity: On-Demand Capacity Reservations ensure that the required capacity is
available when needed, avoiding potential delays and ensuring the successful execution of
the workload by having the necessary AWS resources.

Flexible Pricing: Unlike Reserved Instances, On-Demand Capacity Reservations do not require
long-term commitments. Users pay for the reserved capacity on an hourly basis, providing
more flexibility in managing costs.

Customizable Reservations: Users can create Capacity Reservations with different instance
types, sizes, and tenancies, allowing for a tailored solution that meets the specific
requirements of the Viz Now deployment.

6.2.2 AWS Account Considerations

In an AWS account, there are several factors that could prevent the use of Capacity Reservations:

Insufficient permissions: The IAM entities (users, groups, or roles) might not have the
necessary permissions to create or manage Capacity Reservations. Ensure that the
appropriate permissions are granted in the IAM policies.
a. Sign in to the AWS Management Console and navigate to the IAM service.
b. Check the permissions for a specific IAM user, group, or role, select the corresponding
section in the left navigation pane (Users, Groups, or Roles).
c. Find and select the IAM entity you want to check
d. Click on the Permissions tab and then the Simulate button.
e. In 1AM Policy Simulator, in the search bar, enter EC2 service and select the following
actions:
i. CreateCapacityReservation
ii. CancelCapacityReservation
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Service limits: AWS imposes default limits on the number of Capacity Reservations per
region. If the limit is reached, you may be unable to create new reservations. In such a case,
you can request a limit increase through the AWS Service Quotas console or through AWS
Support.
See section AWS Service Quotas for how his is checked.
Availability zone restrictions: Capacity Reservations are specific to an Availability Zone (AZ).
If the desired Availability Zone is constrained or has limited capacity, it may impact your
ability to use Capacity Reservations.
This is managed by Viz Now selecting another AZ or region on the preferred ones for
the Viz Now organization.
Instance type restrictions: Some instance types might not be available for Capacity
Reservations in certain regions or Availability Zones. Check the AWS documentation for
instance type availability.
This is managed by Viz Now selecting another Instance type in the preferred ones for
the Viz Now application.

To address these issues, ensure that the necessary permissions are in place, monitor service
limits, choose appropriate Availability Zones and instance types, and maintain a sufficient account
budget.

6.3 AWS Service Quotas

AWS Service Quotas are limits applied to the number of resources that can be created or used
within an AWS account. These quotas help prevent unintentional resource consumption and enable
AWS to provide a reliable service to all users. If your business needs are not met by the default
limit of service resources or operations that apply to an AWS account or an AWS Region, you might
need to increase your Service Quota values. Service Quotas enable you to look up your service
quotas and to request increases. AWS Support might approve, deny, or partially approve your
requests.

Viz Now automatically requests a service quota increase during the deployment process. However,
since the approval process for these requests can take up to 48 hours, there is also a manual
method for increasing service quotas. Manually performing this action in advance can help ensure
that your deployment proceeds smoothly without waiting for quota increases approval.

6.3.1 Top Service Quotas related with Viz Now

This technical guide outlines various AWS service quotas that may impact the deployment of Viz
Now. Each section presents a service quota, its default value, scope, and adjustability, as well as a
brief description of the corresponding AWS service or resource.

Running On-Demand G and VT Instances (L-DB2E81BA)

& Note: It is strongly recommended to make a manual request (48 hours in advance) to AWS
for this type of deployment.

vCPUs (virtual CPUs) allocate computing resources to instances in AWS.
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- Quota: Maximum number of vCPUs assigned to running On-Demand G and VT
instances

- Quota code: L-DB2E81BA

- Default quota value: 0

- Adjustable: Yes

- Scope: Regional.

EC2-VPC Elastic IPs (L-0263DO0A3)

Elastic IP addresses are static IPv4 addresses designed for dynamic cloud computing in EC2.
The IP address is assigned to the instance and retained till it is destroyed.

- Quota: Maximum number of Elastic IP addresses allocated for EC2-VPC
- Quota code: L-0263D0A3
Default limit: 5 per region
- Adjustable: Yes
- Scope: Regional.

VPCs (L-F678F1CE)

A Virtual Private Cloud (VPC) is an isolated section of the AWS Cloud where a user can launch
resources within a virtual network.

- Quota: Maximum number of VPCs per region (tied to the maximum number of internet
gateways per region)

- Quota code: L-F678F1CE
Default limit: 5

- Adjustable: Yes

- Scope: Regional.

Inbound or Outbound Rules per Security Group (L-OEA8095F)

Security groups serve as virtual firewalls for EC2 instances, controlling inbound and outbound
traffic.

- Quota: Maximum number of inbound or outbound rules per VPC security group (120
rules in total, enforced separately for IPv4 and IPv6)
- Quota code: L-OEA8095F
Default limit: 60 inbound and 60 outbound rules per security group
- Adjustable: Yes
- Scope: Regional.
Security Groups per Network Interface (L-2AFB9258)
Network interfaces facilitate communication between instances and networks.

- Quota: Maximum number of security groups per network interface (cannot exceed
1000 when multiplied by the quota for rules per security group)

- Quota code: L-2AFB9258
Default limit: 5 per network interface

- Adjustable: Yes (max 16)

- Scope: Regional.

VPC Peerings (L-7EQECCDB)
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VPC peering allows a user to connect VPCs across different AWS accounts or regions.

- Quota: Maximum number of active VPC peering connections per VPC (can be increased

up to a maximum of 125)

- Quota code: L-7E9QECCDB

Default limit: 50

- Adjustable: Yes (max 125)
- Scope: Regional.

6.3.2 Examples of Quota Service numbers

Explanation of Service Quotas related with Viz Now on an AWS account:

Service
Quota

G On-
demand
running

VPC

Elastic IP

Security
Groups
(SG) Rules

SG per
Network
Interface

De Viz Now Reason
fa considerations about
ult the Service Quota

Va
lu
e
0 Default template: Live 2 instances from G family
Production Vision InstanceType (g4dn.2xlarge
Mixing with default Apps Instances) are needed. Since
the default value is 0, this
requires an increase request.
5 Viz Now makes a VPC An Organization has 1
per Space mandatory Space, a License
Space.
With default settings, 4 spaces
could be deployed before
reaching the limit.
5 Each App has an A template with 6 Applications
attached elasticlP needs 6 Elastic IP.
60 Each IP allowed to Each IP will apply 10 rules per
in  access a Space's apps allowed IP.

60 has a number of rules it
ou applied to it, based on
t the workflow.
5 4 SG per Network With the default number of
Interface Security Groups no extra
security groups need be
added.
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Calculations

2x8vCPU=16
vCPU

4 Spaces +
License = 5 VPC

Each App
deployed needs
one Elastic IP.

All rules are
inbound rules so
max allowed IP
is around 20,
unless this limit
is increased.
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Service
Quota

VPC
Peerings

De
fa
ult
Va
lu

Viz Now
considerations about
the Service Quota

By default, each
deployed space needs
(one) peering with the
License server.
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Reason Calculations

By default an Organization
could have 50 Spaces with
default Peering between the
Space VPC and the License VPC.

6.3.3 Service Quota by Template

Below you see the relationship between a Template and its configurations. Some examples are
shown to provide an understanding of how Viz Now deployments impacts a service quota.

Template Title

Live Production Vision

Mixing

G On demand Elastic IP

Quota

Default Specs:
16 (8+8)

Max Specs:
112 (32%4
+16)
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Comments
Quota

Default Specs:  Defaults Specs:

3 - There are two G family
Max Specs: 6 instances:
- Viz Vectar and
NDI Bridge

- g4dn.2xlarge
requires 8 vCPU
- There are 3 apps by
default: 3 IPs are
needed.

Max Specs:

3 potential G family
instance:
- Vectar -
g4dn.8xlarge -
32 vCPU
NDI Bridge -
g4dn.4xlarge -
16 vCPU
- Windows (3x) -
g4dn.8xlarge -
32 vCPU x3
Max of 6 Apps : 6 IPs
are needed.

.
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Template Title

Live Production Vision
Mixing and Advanced

Graphics

G On demand
Quota

Default Specs:
24 (8+8+8)

Max Specs:
272 (160 + 16
+96)

Elastic IP
Quota

Default Specs:
4

Max Specs: 12
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Comments

Defaults Specs:

- There are three G
family instance:
- Viz Vectar, Viz
Engine & NDI
Bridge
- g4dn.2xlarge
requires 8 vCPU
- There are 4 apps by
default: 4 IPs are
needed.

Max Specs:

7 potential G family
instance:
- Vectar -
g4dn.8xlarge -
32 vCPU
- Vectar Live Prod -
g4dn.8xlarge -
32 vCPU
3Play -
g4dn.8xlarge -
32 vCPU
- Viz Engine -
g4dn.8xlarge -
32 vCPU
- Viz Trio -
g4dn.8xlarge -
32 vCPU
NDI Bridge -
g4dn.4xlarge -
16 vCPU
- Windows (3x) -
g4dn.8xlarge -
96 vCPU
Max of 6 Apps : 6 IPs
are needed.

Page 39



Viz Now Administrator Guide - 1.1

Template Title G On demand Elastic IP Comments
Quota Quota

Sports Analysis File-base Default Specs:  Default Specs:  Defaults Specs:

16 1 . There are 1 G family
Max Specs: 48 Max Specs: 2 instance:
(32 + 32)

- Viz Libero
- g4dn.4xlarge
requires 16 vCPU
- There are 1 apps by
default: 1 IP needed.

Max Specs:

2 potential G family
instance:
- Viz Libero -
g4dn.8xlarge -
32 vCPU
- Windows -
g4dn.8xlarge -
32 vCPU
Max of 2 Apps : 2 IPs
are needed.

6.3.4 Increasing Service Quotas

Deployment timeout

Viz Now will automatically request an increase in service quotas during the deployment process.
This is usually executed on the AWS side in 15-20 minutes.

However, if the request is not approved by AWS after 20 minutes, the deployment is
canceled.

At timeout and cancel, you will be notified, with a reference to the canceled service quota.

The request is retained in the AWS Management console, where you can monitor status of the
request.

It can take up to 48 hours for AWS to increase service quotas. For this reason, we recommend
submitting a manual service quota increase, 48 hours in advance of intended deployment.

To manually increase a service quota

Performing this action in advance can help ensure that your deployment proceeds smoothly
without waiting for quota increases.

Refer to the guide Requesting a quota increase - Service Quotas (amazon.com)
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After submitting the request, AWS will review and respond to the request within 48 hours,
although the response time may vary depending on the complexity of the request and the
justification provided. AWS may request additional information or deny the request if the

justification is not deemed sufficient. Status is available in your AWS Management console.

6.4 Conclusion

By following this guide, users can create an AWS account tailored for the Viz Now deployment
application, taking advantage of security isolation, cost management, and customization.

Understanding Reserved Instances and AWS Service Quotas helps with optimizing the application's
performance and resource usage.
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